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MWHUCTEPCTBO OGPA30BAHUSA U HAYKU POCCUACKOW ®EQEPALIUK

OENAPTAMEHT FOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEIN0 OBPA3OBAHUA

NMUCbMO
oT 14 man 2018 r. N 08-1184

O HANPABJIEHUX NHO®OPMALIUKA

[enapTtameHT rocyaapCTBEHHONW nNONUTUKA B cdepe obuwero obpasoBaHus MuHobpHayku Poccuu
HanpaBnseT Ons cBedeHuWss paspaboTaHHble BpemeHnHown komuccuen CoseTta Pepepaumm no  pasBUTUIO
NMH(OPMALMOHHOIo obLecTBa MEeTOAMYECKME pEeKOMeHZauuy O pasMeLleHMU Ha WHMOPMAaUMOHHBIX CTeHaaXx,
ohmumanbHbIX MHTEPHET-caiTax U OPYrux MHAOPMaLMOHHBLIX pecypcax obLieobpasoBaTenbHbIX OpraHn3aLun u
OpraHoB, OCYLLECTBMALWMNX ynpasreHne B ccepe obpasoBaHus, MHopMauun o Ge3onacHOM MOBEAEHWU U
ncnonb3oBaHumn cetn "HtepHeT".

OupekTop [enaptameHTa
A.E.NETPOB

MpunoxeHne

METOAWYECKWE PEKOMEHOALIUU
O PASMELLEHUXA HA UHOOPMALIMOHHBIX CTEHAAX, O®ULIMANBHbBIX
WHTEPHET-CAUTAX U OPYITMX UH®OPMALIMOHHbIX PECYPCAX
OBLUEOBPA30BATENbHbIX OPFTAHU3ALIUA N OPTAHOB, OCYLLECTBNAIOLLMX
YNPABNEHUE B COEPE OBPA30BAHUA, UHOOPMALIUX O BE3OMACHOM
NOBEOEHUU N UICNONb30OBAHUU CETU "MHTEPHET"

Okcneptamn 1 uneHamu BpemeHHom komuccum CoBeTa Pepepauum No pasBUTUO MHEPOPMALMOHHOMO
obLecTBa B pamkax BbIMOSTHEHUS peKOMeHAAUNA NapnaMeHTCKUX CriyllaHuin "AKTyanbHble BOMPOCkl 06ecneyeHunst
6e30nacHOCTU U pa3BUTUSA AeTeln B MHopMaLVMOHHOM npocTpaHcTee", koTopble npownun B CoseTte ®enepauuun 17
anpena 2017 r., 6binM paspaboTaHbl MeToguYecKMEe pekoMeHAaluMuM O pasMelleHMM Ha WMHGOPMaLMOHHBIX
CTeHAax, oduuManbHbIX WHTEPHEeT-calnTax W Jpyrnx WMHAPOPMALMOHHBLIX pecypcax obleobpasoBaTenbHbIX
opraHusaumi 1 OpraHoB, OCYLLECTBSKOWNX ynpaBrneHue B cdepe obpasoBaHus, nHpopmaumm o 6e3onacHom
noBedeHun 1 ncnonb3oBaHumn cetn "MiHTepHeT" (ganee - MeToamMyeckne pekomeHaaLumum).

MeToanyeckne pekoMeHfauum HarnpasfeHbl Ha KayeCTBEHHOE MOBbLIWEHWE YPOBHSA WHOPMALMOHHON
aeAtenbHocTM oblweobpa3oBaTenbHbIX OpraHW3auuii M OpraHoB, OCYLLECTBASOWMX YynpaBneHne B cdepe
obpasoBaHus, B 4YacT WHAOPMUPOBaHUS yyaluMxCs, WX poauTenen (3akOHHbIX MpeacTaBuTenen) wu
neparormyecknx paboTHMKoB 06 OCHOBHbIX acnekTax MHPopMaLMOHHON 6e30nacHOCTK.

MeToguyeckme pekomeHgauunm Mo3BONAT  obuieobpasoBaTenbHbIM  OpraHmM3auusiM U opraHam,
OCYLLECTBMSOWMUM YynpaeneHne B cepe obpasoBaHUs, akTyanuanpoBaTb yXKe MCMob3yemMble N pa3MeLleHHble
MHOpMaUNOHHbIE MaTepuanbl, Tak U MOArOTOBUTb UX B Clydae WX OTCYTCTBUS C YYETOM Fy4ylMX MpPakTUK W
pekomeHaaunin.

B pamkax MeToanYeCKMX pekoMeHOaunn paccMaTpuBaroTCs crieayoLme NHCTPYMEHTHI:

1. MHPOPMALUNOHHBIE CTEHABI;

2. ocbuuymanbHble UHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBoOv MHGOPMaLMK (LUKOMNbHbIE ra3eThl, Negarormieckne n3gaHus u gpyrue).

UHdopmaumoHHble cTeHObl
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Ha wHdopMaumoHHbIX cTeHgax B obuleobpasoBaTenbHbIX OpraHm3auusix, pacnosioXeHHbIX B done
yupexaeHmn M B kabuHeTax, OCHALUEHHbIX MepCoHarnbHbIMU YCTPOUCTBaMU Ans Bbixoda B ceTb "WHTepHeT",
pekoMeHayeTCcs pasMecTuTb UH(OPMALMOHHbIE MaMATKM, COAEpXallue OCHOBHble COBETbl MO obecneyeHuto
MHopMaLMOHHON 6e30MaCHOCTU yYaLLMXCS.

B npunoxeHun N 1 K MeETOONYECKUM pEKOMEHOAUMAM NpeacTaBneH obpasel namsATky Anst pa3MeLLeHnst Ha
NH(OPMALIMOHHBLIX CTeHAaX.

CpencTtBa MaccoBon MHdopmaLmm

B cpeactBax MaccoBoi MHGOPMaLUM, OPUEHTUPOBaHHbLIX Ha OOYyYaloLMXCs, PEKOMEHOYETCA B TeYeHue
y4eBHOro roga perynspHo nyénukoBaTb MHMOPMALMOHHbIE MaTepuarbl, NMOCBALLEHHble OTAENbHbIM acrnekram
MHopMaLIMOHHO 6e30NacHOCTH, a Takke pasfnyHble NamMATKM o6LLEero xapakrepa.

B cpeactesax MaccoBoM MHGOPMAaLUWUM, OPWEHTUPOBAHHBLIX Ha MNedarorMyeckyld  06LEeCTBEHHOCTb,
peKoMeHOyeTCs B Te4YeHMe KaneHJapHoro rofga perynspHo nybnvkoBaTb WH(OPMAaUMOHHbIE MaTepuanbl,
MOCBSILLEHHbIE OTAENbHbIM acnekTaM WMHMOPMALMOHHON ©Ge30MacHOCTU Kak HEeCOBEPLUEHHONMETHUX, Tak U
obleobpasoBaTenbHbIX OpraHM3auuiA, a Tawkke pasfuyHble namsATkM, 0630pbl  HOPMAaTUBHO-MPaABOBOIO
perynvmpoBaHust 4aHHOW cdepbl U MHGOPMAaLMIO O akTyarbHbIX MEPONPUSTUAAX U COBLITUSX B AaHHOW cdepe.

B xope npoBegeHuns EamHoro ypoka no 6esonacHoctn B cetn "VIHTepHeT" pekomeHayeTcs obecneuvntb
BbINYCK TEMATUYECKOro BbiMycka CpeAcTBa MacCoOBOW MHopmauum nubo cepum nybnvkauuin, cpeam KoTopbiX
paccMOTPETb OpPraHM30BaHHbIE MEPONPUATUS AN 0byvaloLwmxcs, ux poguTenen (3akOHHbIX NpeacTaBuTenen) u
negarormyeckon obLLeCcTBEHHOCTY.

OdwmumansbHble UHTEepHeT-pecypcebl

O6weobpasoBaTenbHbIM OpraHn3aumsaM pPeKOMeHOYeTCsa Ha CBOMX odmuunanbHbix VIHTEpHeT-pecypcax
obecneuntb (PYHKUMOHMPOBAHME CaMOCTOSITENILHOIO U CrneumManuavpoBaHHOro pasgena "MHdgopmaumnoHHas
6e3onacHocCTb", B paMkax KOTOPOro NpeaycMOTpPeThb pa3MmeLLeHne cregyowen nHcopmManmn:

N Paspen/nogpasgen dopmat npegcraBneHust CopepxaHune matepuarnoB
MaTepuanos
1. |NokanbHble Konuu fokymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOopMmaTMBHbIE akTbl B | (bopmaTe *PDF CKaHUPOBaHHbIN BapuaHT JOKYMEHTa,
chepe obecneyeHus COOTBETCTBYIOLLNI TpeOOBaHNSAM K
NH(OPMALMOHHOM napameTpamM CKaHUPOBaHUS.
BesonacHocTH PasmellaoTca JOKYMEHTHI,
obyyvaromxcs pernamMeHTVpyloLmne opraHm3aumio n

paboTy C NnepcoHanbHLIMU AaHHBIMY,
nnaHbl MeEPONPUATUA NO obecnevyeHunto
MHpopMaLnoHHONM 6e3onacHOCTU
obyuvaroLmxcsa n gpyrue.

2. |HopmatusHoe Konunn nOKyMeHTOB B My6nukytoTcsa akTyanbHble CBEeAEHUS O
perynupoBaHue dopmaTte *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax OpraHoB BnacTv 1 gpyrue
HOPMaTUBHO-NMPAaBOBbIE JOKYMEHTHI,
pernaMmeHTupyloLwmne obecneyeHne
MHpopMaLMOHHONM Be3onacHOCTU
HecoBepLUeHHOoNeTHMX. [lonyckaeTcs
BMECTO KOMuI pasmellaTtb rmnepccbiiiki Ha
COOTBETCTBYIOLLNE AOKYMEHThI HA canTax
OpraHoB rocyjapCTBeHHOM BNacTu.
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3. lNeparornyecknm TekcT Ha cTpaHuue Pa3mewiatotcs metognyeckme
paboTHMKam canTa pekomMeHAaumMm 1 ykasbiBaeTcs
Konunn nOKyMeHTOB B WMHopMaLIMSa O MeponNpUATUSIX, MPOEKTax
dopmaTte *PDF W nporpaMmmax, HarpasfeHHbIX Ha

NoBbILLEHNE UH(POPMALIMOHHOM
rPamMoTHOCTW Nefarorm4ecknx paboTHMKOB.

4. | Obyvarowmmces TekcT Ha cTpaHuue Paamelyaetca MHhopMaLMOHHaA namsaTka
cavta (npunoxenue N 2) u ykasbiBaetcsi
MHGOpMaLMa O MEPONPUATUSIX, MPOEKTaX
1 NporpaMmmax, HanpaBfeHHbIX Ha
NoBbILLIEHNE UH(POPMALIMOHHON
rpPamMoTHOCTM 0By4atoLnXCS.

5. Pooutensam (3akoHHbIM | TEKCT Ha CTpaHuue Paamelyaetca MHhopMaLMOHHaA namsTka
npeacTaBuTeNsm) canTa (mpunoxenue N 3).
obyvatowmxcsi

6. |Oetckue 6e3onacHble | TeKCT Ha cTpaHuue Pa3meluaetcs nHcbopmauus o
canThbl canTa pPEKOMEHYEMBIX K UCMOMb30BaHUIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
OaHHepbl 6e30nacHbIX 4ETCKUX CalATOB.

OpraHam, ocyllecTBRAKWNMM yrnpasneHue B cepe obpasoBaHus, pekOMeHAYeTCH Ha CBOMX OduLmnanbHbIX
MHTepHeT-pecypcax obecneuntb (PYHKUMOHMPOBAHWE CaMOCTOATENbHOIO U Crneuvanu3npoBaHHOrO pasgena
"MiHdopmaLmoHHasa 6e3onacHOCTL", B paMkax KOTOPOro NpegycMoTpeTh pasMeLLeHre cnegyrolen nHpopmaumm:

MpunoxeHue N 1

MAMSTKA )
NS OBYYAIOLLMXCS OB UHOOPMALIMOHHOW BE3OMNACHOCTM IETEN

HENb3A

1. Bcem nogpsa coobuwiate CBOK 4acTHy MHOpMaumio (HacTodwme uMms, damunuio, TenedoH, agpec,
HOMep LLIKOSbI, @ Takke dpoTorpadumn CBou, CBOE CEMbM U OpYy3en);

2. OTKpbIBaTb BIIOXEHHbIE (halibl 3MIEKTPOHHOM MOYThI, KOr4a He 3Haellb OTNpaBUTENS;

3. MpybuTh, NpuaMpaThCH, OKka3biBaTb AaBMeHMe - BeCTU cebsi HEBEXIUBO U arpeCcCuBHo;

4. He pacnopsixancs AeHbramu TBoer ceMbm 6e3 paspelleHns cTapLluux - Bcerga cnpallmsan poautenen;

5. He BcTpevainca ¢ VIHTepHET-3HAKOMbIMU B pearibHOW XKWU3HU - NMOCOBETYNCS CO B3POCHbIM, KOTOPOMY
JoBepsiellb.

OCTOPOXHO

1. He Bce nuwyTt npaBay. Yutaewb o cebe Henpasay B VIHTepHeTe - coobwm 06 3TOM CBOUM pPOAUTENSM
UNu onekyHaw;

2. MNpurnawatoT nepenncbiBaTbCs, Urpatb, 0OMeHMBaTLCS - NPOBEPbL, HET NN NOABOXA;

3. HesakoHHoe konupoBaHue dannos B IHTEpHeTe - BOPOBCTBO;

4. Bcerpa paCCKa3bIBaIZ B3POCIIbIM O npo6nemax B C€TU - OHU BCeraga rnomMmoryT;
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5. Vicnonb3yn HacTpovkyu ©6e30nacHOCTM M NPUBATHOCTU, YTOObI HE MOTEPATH CBOM aKKayHTbl B COLICETAX U
Opyrux nopranax.

MOXHO
1. YBaxawn gpyrvux nonb3oBaTeneu;

2. Monb3yeubca NHTEPHET-UCTOYHUKOM - erialn CChIfKy Ha Hero;
3. OTKpbIBaN TONBKO T€ CChISIKK, B KOTOPbLIX YBEPEH;
4. ObLiaTbcs 3a MOMOLLbIO B3POCHbIM - POAUTENN, ONEKYHbI 1 aAMUHUCTpaLUSA CanToB Bcerga nomoryT;

5. Mponan obyveHune Ha canTe "CeTeBMYOK" M NONYYN NAcnopT LMEPOBOro rpaxaaHuHal

MpunoxeHue N 2

WHO®OPMALIMOHHAA NAMATKA
AnA OBYYHAKOLWMXCA AnA PASMELLEHUA
HA O®PULINATBHBLIX UHTEPHET-PECYPCAX

C KaxgblM roqom MOSOAEXN B UHTEPHETE CTaHOBUTbCS Gomnblue, a LUKONbHUKM OOHM U3 CaMblX aKTUBHbIX
nonb3osatenen PyHeTta. Mexagy TemM, MOMUMO OFPOMHOr0 KONMYecTBa BO3MOXHOCTEW, WHTEPHET HeceT U
npobnembl. 3Ta NamsATKa AOMMKHA NoOMoYb Tebe 6e30MacHO HaxoaUTbCs B CETH.

KomMnbroTepHblie BUpYCbI

KoMmnbloTepHbI BUPYC - 3TO PasHOBUOHOCTb KOMMbIOTEPHbLIX MPOrpaMM, OTIIMYUTENbHOW OCOGEHHOCTbIO
KOTOPOM SIBNSIETCS CMOCOOHOCTb K pa3MHOXeHW. B [onoriHeHue Kk 3TOMY, BMPYCbl MOMYT MOBPEAUTb WIu
MOJSIHOCTbIO YHUYTOXUTb BCE paiinbl U daHHble, NMOAKOHTPOSbHbIE MOMb30BaTesNo, OT MMEHU KOToporo Obina
3anyleHa 3apakeHHasi NporpaMmMa, a Takke NMoBpeanTb UMK AaXe YHUUYTOXWUTb ONepauUroHHY0 CUCTEMY CO BCEMU
darnamu B Lenom. B 6oMnbLIMHCTBE Cry4YaeB pacnpoCTPaHSTCA BUPYChl Yepes UHTEpHET.

MeToabl 3aLmThl OT BpEOOHOCHLIX NPOrpamm:

1. MCI'IOJ'Ib3yIZ COBpEMEHHbIE oOnepaunoHHble CUCTEMbl, UMeLne CeprSHbIVI YPOBEHb 3alinTbl OT
BPE€OOHOCHDbIX NMporpamMmm;

2. TocToAHHO ycTaHaBnmBan navtv (LMdpoBble 3annatky, KOTOopble aBTOMaTUYECKM YCTaHaBMMBalTCS C
uenbto gopaboTku nporpammbl) U gpyrme OGHOBNEHUA CBOEW OnepauuoHHOM cucTembl. CkaumMBan MX TONbKO C
odmumansHoro cavita paspabotyunka OC. Ecnv cylecTByeT pexnMm aBTOMaTu4eckoro 06HOBIEHNS, BKITHOYM €rO0;

3. PaboTai Ha cBoeM KOMMbOTEPE NoA npaBaMu nosfb3oBaTtesid, a He agMUHUCTpaTopa. OT0 He No3BONUT
6OJ'IbIJJI/IHCTBy BPpeOOHOCHbIX NMporpaMm UMHCTanmmMpoBaTbCA Ha TBOEM NepCoHarlbHOM KOMMbIOTEPE,

4. Wcnonb3yh aHTMBUPYCHbIE MpOrpaMMHbIe NPOAYKTbl M3BECTHbIX MPOM3BOAMUTENEN, C aBTOMAaTUYECKUM
obHoBnNeHnem 6as;

5. OrpaHunyb 13nNYecKnii 4OCTYN K KOMMNbIOTEPY ONS1 MOCTOPOHHUX JTULL;

6. Micnonb3yn BHeLWHWE HOCUTENWN MHOPMaUMK, Takne Kak dneLuka, ANCK nnn dann n3 NHTepHeTa, TONbKO
13 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTkpbiBa KOMMbOTEPHble palrnbl, NOMyyYeHHble U3 HeHaAeXHbIX UCTOYHUKOB. [laxe Te davinsl,
KOTOpble npucrnan TBOW 3HakoMbli. Jlyylle yTo4YHM y Hero, oTnpaBnsan finm oH Tebe mx.
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Cetn WI-FI

Wi-Fi - aTo He BuMA nepedayn OaHHbIX, HE TEXHONOrMs, a Bcero nuuwb OpeHa, mapka. Ewe B 1991 rogy
HuaepnaHackas komnaHusa 3apeructpuposana 6peHp "WECA", uto o6o3Hadano croBocouveTaHue "Wireless
Fidelity", koTopbin nepeBoanTCcs Kak "decnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyras abbpeBumatypa, koTopas SBNAETCA TakoW Xe TexHonornen. 3TO
abbpesunartypa "Wi-Fi". Takoe Ha3BaHue 6bIfI0 4aHO C HAMEKOM Ha CTaHAAPT BbiCLIEN 3BYKOBOW TexHUKM Hi-Fi, uto
B NepeBoje 03HayaeT "BblCOKasi TOYHOCTL".

[a, GecnnaTHbI WMHTEPHET-AOCTYN B Kade, OTensaxX M asponopTax SABMASeTCs OTIIMYHOW BO3MOXHOCTbIO
BbIXxOAa B UHTEpHET. Ho MHormne akcnepTbl cuntaroT, 4to obwenoctynHele Wi-Fi ceTu He sBnstoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTH paboTbl B 06wWenocTynHbix ceTax Wi-fi:

1. He nepepaBan cBOW nU4YHYO WHopmaumio 4epesd obuwenoctynHble Wi-Fi cetn. PaboTtas B HuX,
XenatensHO He BBOAMTbL Maponuv A0CTyna, forvHbl U Kakue-To HoMepa;

2. Vicnonb3yi n 06HOBMAN aHTUBMPYCHbIE NporpaMmbl 1 6GpaHamayep. Tem cambiM Thl ob6e3onacuilb cebsa ot
3aKayku BMpyca Ha TBOE YCTPOWCTBO;

3. Mpwn ncnonesoparnmun Wi-Fi oTkntoum doyHkumo "O6Lwmin goctyn K doannam m npuHTepam”. JaHHas dyHKLnUs
3aKpbiTa MO YMOSYaHWIO, O4HAKO HEKOTOpble MONb30OBaTENW aKTUBMPYIOT e€e Ana yaobCcTBa UCNONb30BaHUSA B
paboTte nnn yyebe;

4. He ncnonb3yn nyonuddbin WI-FI gns nepegaym nuyHbIX AaHHbIX, HANpumMep Ans Bbixoga B coumarnbHble
CeTV UNN B 3NIEKTPOHHYIO MOYTY;

5. Vicnonb3yi Tonbko 3awmeHHoe coeguHeHune vyepe3d HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmnoum dyHkumo "MMogkntodeHne k Wi-Fi aBtomatmnyeckun”. He pgonyckan
aBTOMaTU4YeCKOro NoAknioveHust yctponctaa k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTn

CoumanbHble ceTV akTMBHO BXOASIT B Hally XXW3Hb, MHOTMe nogu paboTalrT U XUBYT TaM MOCTOSHHO, a B
Facebook yxe 3apeructpupoBaH mMunnmapg 4YenoBeK, YTO ABNAeTCsS OOHOW CeAbMOW BCEX XUTENen nnaHeTbl.
MHorne nonb3oBaTenu He MOHMMAlOT, YTO MHOpMaUUs, pasMeLLeHHasi MU B COUMarbHbIX CETAX, MOXeT ObITb
HaleHa 1 Mcnonb3oBaHa Kem yrogHo, B TOM Yncne He obs3aTenbHO ¢ 6narumm HamepeHnsiMu.

OcHoOBHbIe coBeTbI N0 6€30MacHOCTU B COLMarnbHbIX CETAX:
1. OrpaHudb cnucok gpysen. Y 1ebsi B Apy3bsaX HE AOSMKHO ObITh CyYarHbIX U HE3HAKOMbIX NOAEN;

2. 3awwiain cBOK YacTHYI U3Hb. He ykasbiBai naponu, TenedoHbl, agpeca, AaTy TBOEro poXAeHus u
APYTYIO NMMYHYI0 MHAOPMaLMIO. 3MOYMbILLNEHHUKA MOTYT UCMONb30BaTh AaXe UH(OPMALIMIO O TOM, KaK Tbl 1 TBOU
poauTenu NnaHnpyeTe NPOBECTU KaHWKYMbI;

3. 3awmiian cBoto penyTaumio - epXu ee B YACTOTe M 3adaBan cebe Bonpoc: xoten Obl Thl, YTOOLI Apyrue
nonb3oBaTenu BUAENM, YTo Thl 3arpyxaelub? Mogymait, npexae YemM 4YTo-To ony6nvMkoBaTh, HanNUcaTb U 3arpysuThb;

4. Ecnv Tbl roBOpPULLb C NOABMU, KOTOPbIX HE 3HaeLlb, He UCMOMNb3Yi CBOE peanbHoe UMS U APYryo JINYHYHO
MHpopMaLIMK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

5. U3beran pasmelleHusa gotorpadpuii B UHTepHeTe, rae Tol M3obpaxeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpeaenuTb TBOE MECTOMOMOXEHNE;

6. I'IpM perncrtpauumn B coumarnbHOM ceTu HeobXoaUMO MUCMONb30BaTh CIIOXHbIE naposnu, cocrtodline n3 6yKB
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U UMdP U C KONMYECTBOM 3HAKOB He MeHee 8;

7. Ina coumanbHo ceTu, NoYTbl U APYrMX camToB HEOGX0AMMO UCMONb30BaTh pasHble naponu. Toraa ecnu
Tebs1 B3IOMaloT, TO 3MOYMbILLSIEHHUKM NOMyYaT A4OCTYN TONbKO K OAHOMY MECTY, a He BO BCe cpasy.

OneKTPOHHbIEe AEHbIN

ONEeKTPOHHbIE AEHbMN - 3TO OYeHb YA0OHbIV cnocob nnaTexen, oAHAKO CYLLECTBYHOT MOLUEHHUKU, KOTopble
XOTAT MOMYYUTb 3TN AEHbIU.

3J'IeKTpOHHbIe OeHbrnm noAaBuUIIMCb coBCceM HeaaBHO U MUMEHHO U3-3a 3TOro BO MHOIMMX rocygapcrteax oo Ccux
nop He NponncaHo NpPo HMX B 3aKOHax.

B Poccumn xe oHun d.)yHKLI,I/lOHI/IpyI'OT N 0 HUX YyXe nponncaHo B 3aKOHe, rae ux pasaendrT Ha HeCKOIbKO
BWOOB - @HOHMMHbIE N HE aHOHMMHble. PasHuua B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOpPbIX pa3pellaeTcad
npoBoAuTb onepauunn 6e3 VID,eHTVIq)VIKaLI,VIVI nonb3oBaTtesid, a B HEaHOHUMHbIX MAEHTM(bMKaLlMH noJsib3oBatens
sBNsieTca 00si3aTENbHOMN.

Takke crneayeT pasnuyatb 93MEKTPOHHble dumaTHble AeHbrM (PaBHbl FOCYAapCTBEHHbIM BanTam) U
3MNEKTPOHHbIE HedmaTHbIe AeHbrM (He paBHbl FTOCYAapCTBEHHBIM BanoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ ANEKTPOHHbIMU AeHbramu:

1. MNMpuBSHXN K CHETY MOBUITbHBIN TeNedOoH. ATO camblil YOOOHbIN U BLICTPLIN CNOCO6 BOCCTAHOBUTL AOCTYM K
cyeTy. [NpuBaA3aHHbIV TenedoH NOMOXeT, ecnu 3abydellb CBOW MMaTeXHbIM Napornb UNU 3anjelwb Ha cawT C
HEe3HaKoMOro yCTPOMNCTBa;

2. Vcnonbayit ogHopasoBble naponu. Mocne nepexoda Ha YCUNeEHHylo aBTopusauuio Tebe yxe He Oyaet
yrpoXaTb ONacHOCTb KpaXku UMK nepexeaTa nnaTexXHoro napons;

3. Boibepn cnoxHbin naponb. [NpectynHukam OygeT He MpPOCTO yragatb CIOXHbIM Naponb. HagexHble
naponu - 3To Naposnu, KOTopkle coaepkat He MeHee 8 3HaKOB U BKIOYAKT B ceBsl CTPOYHbIE U NPOMNUCHbIE BYKBbI,
LUMdpbl 1 HECKONBbKO CUMBOSIOB, TakMe Kak 3Hak Aomnnapa, yHTa, BOCKNuUaTenbHbI 3HaK M T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW NMYHbIE JaHHbIE HA canTax, KOTOPbIM HE AOBEpPAELb.
3ﬂeKTp0HHaF| noyTa

OrneKTpoHHas no4vta - 3TO TEXHONOMMs U MpefoCTaBIisieMble €K YCIyrn Mo MEPEchisike U MONydYeHUto
3MEKTPOHHbIX COOBLLEHUI, KOTOpblE pacnpeaenstoTca B KOMMNbOTEPHOMW ceTu. OBbIMHO 3NEKTPOHHbIN MOYTOBLIN
AWKUK BbIrMNAAUT criefyowmMm obpa3oM: MMs_nornb3oBaTensa@umsa_aomeHa. Takke Kpome nepefadnm npocTtoro
TEeKCTa, UMeeTCs BO3MOXHOCTb nepeaasath doannbi.

OcHoBHble coBeTbl No 6e3onacHor paboTe ¢ INEeKTPOHHOW NOYTON:

1. Hapo BbiOpaTb npaBWibHBIA MOYTOBLIA CEPBUC. B MHTEpHETe ecTb OrpoMHbIn BbiIbOp GecnnaTHbIX
MOYTOBbLIX CEPBMCOB, OOHAKO My4lle JOBEPSTb TEM, KOro 3HaeLlb U KTO NEPBbIA B PENTUHTE;

2. He ykasbiBan B TNMYHOW MOYTE NUYHYKD  WHopmauuo. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIn_aHat@" nnmn "pok2013" BmecTto "Temal3";

3. Vicnonb3yi gByxaTanHylo aBTopu3auntio. ATo Korga NnoMUMo Maposisi HY»KHO BBOAWUTL Kof, MpUCkIaembii
no SMS;

4. Boibepu crnoxHbIn naponb. Ons Kaxxaoro NoYTOBOro siluka OOMMKEH ObiTb CBOM HaAEXHbIN, YCTONYMBBLIN K
B3710MY Naporb;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb camMomy CBOW JNTNYHbIN BOmnpoc, I/ICFIOJ'Ib3y17I 3TY BO3MOXHOCTDb;
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6. Micnonb3yn HEeCKOMbKO NMOYTOBBLIX ALWMKOB. [1epBbln ANs YaCcTHOW Nepennckn ¢ agpecatamu, KOTOpbIM Tbl
JoBepsielllb. TO ANEKTPOHHbIV aapec He HaZlo UCMOMb30BaTh NpU perncTpauumn Ha popymax u cantax;

7. He oTkpbiBan cannbl U Apyrne BrOXEHUS B NMUCbMax, JaXe eCrv OHU MpULINU OT TBOMX Apy3en. Jlyde
YTOYHM Y HUX, OTNPABIIANN N OHKN Tebe 3T hannel;

8. MNocne okoH4YaHus paboTbl Ha MOYTOBOM CEPBUCE Mepep, 3aKpbiTUEM BKITAOKN C CanTOM He 3abyab HaxaTtb
Ha "Bbintn".

KnbepO6ynnuHr unu BupTyansHoe nsgeBaTesibCTBO

KubepbynnuHr - npecrnefoBaHue coobLieHnsiMK, coaepXalmmmu ockopbrneHus, arpeccuio, 3anyruBaHue;
XYNUraHcTBO; coLmanbHoe BONKOTUPOBaHNE C MOMOLLbIO Pa3NUYHbIX UHTEPHET-CEPBUICOB.

OcHoBHble coBeTbl No 6opbbe ¢ knbepbynnnHrom:

1. He 6pocaiicsa B 6oi. Jlyywmin cnocob: nocoBeToBaThbCA Kak cebs BECTU U, €CNIN HET TOrO, K KOMY MOXHO
obpaTtuTbCH, TO BHavyane ycnokoutbcs. Ecnu Tl Ha4YHeLWb OoTBeYaTb OCKOPHNEHUAMU Ha OCKOPOBIEeHUs, TO TONbKO
ewle bonblue pasoxekellb KOHMMNKT;

2. YnpaBnsan cBoewn kubeppenyTaunen;

3. AHOHUMHOCTb B CETU MHUMaA. Cyu.l,eCTByPOT CrnocoObl BbISICHUTb, KTO CTOUT 3a @HOHMMHbIM AKKayHTOM;

4. He cTtouT BecTu xynuraHckuim obpas BUPTyanbHOMW XM3HU. NHTepHeT dukcupyeT BCe TBOWU AEWCTBUSA U
COXpaHsieT nx. Yganutb ux 0yaeT KpanHe 3aTpyaHUTENBHO;

5. Cobniogaii cBOK BMPTYasibHYH YECTb CMOMOAY;

6. UrHopupyn eguHuuHbIn HeratmB. OgHOpa30Bble OCKOPOUTErMbHbIE COOOLUEHWS My4lle WUrHOPUPOBATb.
O6bIYHO arpeccus npekpallaeTcsa Ha HavanbHOWM CTaguu;

7. BaH arpeccopa. B nporpammax oGMeHa MrHOBEHHbIMU COOGLIEHUAMM, B colmanbHbIX CETAX eCTb
BO3MOXXHOCTb BIOKMPOBKM OTNPaBKK COOBLLEHWNIA C onpeaeneHHbIX aapecos;

8. Ecnu Tl cBugetens knbepbynnuHra. TBoM OeNCTBMSA: BbICTYNUTL NPOTMB NpecrneoBaTens, nokasatb emy,
4YTO ero AenCTBUS OLEHMBAKTCHA HeraTuBHO, noadepaTtb XepTBY, KOTOPOM HYXHa MCUXOfiorMyeckas MomoLLp,
CoOoOLWWTb B3POCSbIM O (hakTe arpecCMBHOrO NOBEAEHWS B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI 1 NraHWeTbl cogepxaT B cebe BronHe B3pOCIbIi yHKUMOHAN, U Tenepb OHU
MOTYT KOHKYPUPOBAaTb CO CTaLMOHApHbIMK KoMMbtoTepamu. OAHako, CpeAcTB 3almTbl Ans NoA0GHbIX YCTPOWCTB
noka o4YeHb Mano. TecTUpoBaHUE M MOUCK YA3BMMOCTER B HUX MPOUCXOAUT He Tak MHTEHCMBHO, kak ans MK, 1o xe
camoe KacaeTcsl U MOOUITbHBIX MPUMOXKEHWA.

CoBpeMeHHble MOOWnbHble Opay3epbl yXe MpakTU4YeCcKM [OorHanu HacToSbHble aHanoru, OAHaKo
pacwmpeHne yHKLMOHanNa BreyeT 3a cobor 60MbLUY0 CAOXHOCTb U MEHbLLYHO 3aLUULLEHHOCTb.

[aneko He Bce Npou3BOOWUTENM BbiNyCKalT OBHOBMEHWS, 3aKpPbIBAIOLLIME KPUTUYECKUE YA3BMMOCTW OnS
CBOWX YCTPOWCTB.

OcHoOBHble cOBeTbI A1s1 6€30MacHOCTN MOBUITbHOrO Teﬂe(p0HaZ

Huyero He saBnseTca no-Hactoswemy OecnnatHbiM. Byab ocTtopoxeH, Befb koraa Tebe npepnaratoT
GecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbI KaKMe-To NnaTHble YCNnyru;

HOymaii, npexge yYem oTnpaButb SMS, cdoTo unu Bugeo. Tbl TOYHO 3HAELb, FAe OHWM OyayT B KOHEYHOM
ntore?
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Heob6xoammo 0GHOBNATL ONepaLmoHHY0 CUCTEMY TBOEFO CMapTdOoHa;
WNcnonb3ayit aHTUBMPYCHbIE NPorpamMmmbl Ans MOBUMbHbLIX TeNedOHOB;

He sarpyxai nNpUnoxeHuss OT HEWU3BECTHOrO WCTOYHMKA, Bedb OHW MOryT coAdepXaTb BpPedoHOCHOe
nporpaMMHoe oGecneyeHue;

[Mocne Toro kak Thbl BblMAeLWb C CaiTa, rae BBOAUN NUYHYO MHOPMaLMIO, 3anam B HacTporiku bGpaysepa u
yaanu cookies;

Mepuopgmnyeckn NpoBepsiv, Kakne nraTHbIe YCIyrn akTUBMPOBaHbI HA TBOEM HOMEPE;
[aBan cBon Homep MOBUIbHOrO TenedoHa TOMbKO NIDAAM, KOTOPbIX Thl 3HAELLb U KOMY AOBEpSELLb;
Bluetooth gomkeH GbITb BbIKITHOYEH, KOrga Thl UM He norb3yellbes. He 3abbiBan nHorga npoBepsiTh 3TO.

Online urpbl

CoBpeMEHHbIE OHMAaNH-UIPbl - 3TO Kpaco4Hble, 3axBaTbiBaloLMe pa3BreyeHusi, 0ObeAUHSIOWME COTHU
TbICSIM YeroBek no Bcemy mupy. Urpoku nccrnegyoT AaHHbIA UM Mup, obLlialTcs Apyr ¢ APYroM, BbIMOSHSOT
3afaHusi, CpaXaloTCa C MOHCTPaMU 1 MOMy4atoT OnbIT. 3a YAOBOMLCTBME OHU NAATAT: MOKYNalT AUCK, OMnflaymBatoT
aboHeMeHT Unu nprmoGpeTaloT Kakue-To onuum.

Bce atu cpeanctea wmayT Ha noandepXxaHume wn pasBuUTue urpbl, a TakKkKe Ha camy Be3onacHoCTb:
COBEpPLUEHCTBYKOTCA CUCTEMblI aBTOpU3aLlun, BbIMYCKakTCA HOBbIE NMaT4un (LI,VICppOBbIe 3annaTtkm and nporpaMM),
3aKpbIBalOTCA YA3BUMOCTUN CEPBEPOB.

B nogobHbIx nrpax CTtouT onacaTtbCA HE CTOJIbKO CBOMUX COMNEPHUKOB, CKOJIbKO KpaXXy TBOEro napolid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm ©onblUMHCTBA nrp.

OcHoBHble coBeTbl N0 6€30MacHOCTM TBOErO UrPOBOrO akkayHTa:

1. Ecnu gpyroit urpok BedeT cebs nnoxo unu co3gaeT Tebe HenpusaTHOCTU, 3abroKuMpyii ero B Crivcke
UrPOKOB;

2. Moxanynca agMUHUCTpATOpaM MWrpbl Ha NIOXOe MNOBeAeHWe 3TOr0 Urpoka, XenaTernbHO MNPUIoXUTb
Kakue-To Jloka3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nn4yHyo MHopMaumio B Nnpodanne urpsbl;
4. YBaxawn Apyrmx y4acTHUKOB MO UIPe;

5. He yctaHaBnmBan HeodurumaneHble naTyv 1 Moabl;

6. Vicnonb3yi CnoxHole 1 pasHble naponu;

7. Naxe BO BpeMs WUrpbl He CTOUT OTKMYaTb aHTuBUpycC. [oka Thl urpaellb, TBOW KOMMbIOTEP MOryT
3apasuTb.

DULWNHT Unn Kpaxa NMUYHbIX AaHHbIX

OOblYHOW Kpakew [OeHer W OOKYMEHTOB CEerogHsi YXe HUKOro He YyAuBWWb, HO C pPas3BUTUEM
WHTEPHET-TEXHOSOMMIA 3MI0YMbILLNIEHHUKN NEPEMECTUIIUCL B MHTEPHET, U NPOOOINKAaKT 3aHUMMaTbes "niobumbim”
Oernom.

Tak nosiBUNacb HOBas yrpo3a: MHTEPHET-MOLUEHHNYECTBA UNN (PULLIMHT, FMaBHas Lellb KOTOPOro COCTOUT B
nony4eHun KoHUaeHUnanbHbIX OaHHbIX Nonb3oBaTenen - NorMHoB U naponen. Ha aHrnuiickoM sasbike phishing
yntaeTca kak dpuwnHr (ot fishing - peibHas nosns, password - naponb).
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OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cnegu 3a cBomMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHKeTa Obina B3fioMaHa, To Heob6xoaMmMo
3abrokMpoBaTh ee 1 COOOLLMTL agMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXXHO CKOpee;

2. V|CI'IOJ'Ib3yl7I Oes3onacHble BeO-calThbl, B TOM YnCIe, MHTEepHeT-Mara3nHoB 1 MOUCKOBbIX CUCTEM,

3. Vicnonbayit cnoxHole 1 pasHble naponu. Takum obpasoM, ecnun Tebs B3NOMaloT, TO 3M0YMbILUNIEHHUKM
nony4ar A4OCTyn TOSIbKO K OAHOMY TBOEMY NPOdUIIO B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3nomanu, To Heobxoaumo npeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble fobaBneHbl y Tebs
B OpYy3bsiX, O TOM, 4TO Tebs B3nomanu n, BO3MOXHO, OT TBOEro umeHu GyageT paccbinatbCsa cnam U CCbINKU Ha
(PULLNHIOBbIE CanThl;

5. YctaHoBM HagexHbi naponb (PIN) Ha MOBUnbHLIN TenedoH;
6. OTknoum coxpaHeHne napons B 6paysepe;

7. He oTkpbiBan hainbl n gpyrue BrOXEHUS B NUCbMax, AaXe eCnv OHM NpULLnuM OoT TBOuX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABMSANN N OHKN Tebe aTn hanneol.

LindpoBas penyTtauus

LincbpoBas penyTtaums - 3TO HeraTmBHasa unu nosnTueHasa nHgopmMaLms B cetn o Tebe. KomnpomeTtupytouas
nHdOpMaLms, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 00pa3oM OTPasvTbCs Ha TBOEW pearibHOW XU3HW.
"Uncpoeas penytauma” - 370 TBON UMUK, KOTOPbIA hopMUpyeTcs U3 MHpopmaumm o Tebe B MHTEPHETE.

TBOE MeCTo XWUTenbCTBa, y'-le6b|, TBOE q}VIHaHCOBOG nonoXxeHune, ocobeHHOCTH Xapakrtepa M pacckasbl O
OnNn3KMx - BCe 3TO HaKannmMBaeTCcH B CETU.

MHorne nogpoCcTKM NErkoMbICIIEHHO OTHOCATCA K nybrnvkauum nmnyHon uHdopmauum B WHTepHeTe, He
NoHMMasi BO3MOXHbIX MOCneacTBuin. Thl gaXe He CMOXeELUb Aoragatbesi 0 TOM, YTo dooTorpadus, pasmMeLleHHas 5
neT Hasag, ctana NpuYnHOM oTkasa NpPUHATL Tebs Ha paboTy.

KommeHTapuwn, pasmelleHue TBomx dooTorpacmii U gpyrme gencTBus MOTyT HE MCYE3HYTb JaXe nocre Toro,
KaK Tbl MX yoanuub. Tbl HE 3Haellb, KTO COXpaHun 3Ty MHOpMauMo, nonana nm oHa B NMOWCKOBbIE CUCTEMbI U
COXpaHunach niv oHa, a rmaBHOE: YTO NodymaroT o0 Tebe oKpyxatoLme nogu, KoTopble HangyT n yBUAAT 3T0. HarTtu
WMHOpPMaLMIO MHOIO feT CNycTa CMOXeT Mobon - kak 13 AobpbiX NOGYXAEHWUA, Tak U C HAMEPEHUEM NPUYUNHUTD
BpeA. OTO MOXeT ObITb KTO YrogHo.

OcHoBHble COBETbI M0 3aWuTe LndpoBoON penyTaumm:
1. MNogyman, npexae Yyem 4YTO-TO Ny6NUKOBaTb U NepenasaTth y cebsi B 6riore unu B counansHOM CeTH;

2. B HacTpownkax npounsa ycTaHOBM OrpaHuyeHus Ha MpPOCMOTP TBOEro npodunsd u ero cogepXvmmoro,
caenawn ero Tonbko "ans apysen”;

3. He pa3meluaii 1 He ykasbiBai MHGOPMaLUIO, KOTOpasi MOXET KOro-nmbo ockopGnsiTe UMM 06uxaTb.
ABTOpCKOE npaBo

COBpeMeHHbIe LUKOJTIbHUKN - aKTUBHbIE MOJNib3oBaTesn LlMd)pOBOFO NpoCTpaHCTBa. OpHako ganeko He Bce
3HaKT, YTO MNoNnb3oBaHMe MHOIMMMMU BO3MOXHOCTAMU LI,M(*)pOBOFO Mupa Tpe6yeT cobnogeHus npaB Ha
MHTEeNnnNeKTyanbHyo cobCTBEHHOCTb.

TepMyH "MHTennekTyanbHasi COGCTBEHHOCTL" OTHOCUMTCS K pasfiMyHbiM TBOPEHWSIM YENIOBEYECKOro yMa,
HauMHas C HOBbIX M306peTEeHMI N 3HaKkoB, 0603HaAYaKLWMX COBCTBEHHOCTL HA MPOAYKTLI U YCNYrK, U 3akaHuMBast
KHUramu, dotorpadpmsmMm, KUHOUNIbMaMM U My3blkanbHbIMU NPOU3BEOEHUSIMU.
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ABTOpCKME MpaBa - 3TO Npaea Ha UHTeNeKTyanbHyl COGCTBEHHOCTb Ha NPOU3BEAEHUA HaYyKU, UTepaTypbl
1 UCKycCTBa. ABTOPCKME MpaBa BbICTYMAalOT B KAYECTBE rapaHTUK TOro, YTO MHTENNEKTyanbHbIN/ TBOPYECKUI Tpya,
aBTopa He ByaeT HanpacHbIM, 4acT eMy crpaBeasvBble BO3MOXHOCTU 3apaboTaTh Ha pesynbTatax CBOero Tpyaa,
MoMyYnTb W3BECTHOCTb W npusHaHue. Hukto 6e3 paspelleHVWss aBTopa He MOXET BOCMPOU3BOAUTL €ro
npoussefeHne, pacnpocTpaHsaTb, NyGNNYHO OEMOHCTPMPOBaTh, NpodaBaTh, MMMNOPTMPOBATL, MyckaTb B MpPOKar,
Ny6MYHO UCMONMHATL, NOKa3bIBaTL/UCNONHATL B 3hUpe uUnu pasmellats B MHTepHeTe.

Mcnonb3oBaHne "I'Il/lpaTCKOFO" nporpaMmmMmHoOro obecneyeHnss MoxeT npnBecTn K MHOr’MM puUckam: OT NnoTepu
OaHHbIX K TBOMM akkayHTaM OO0 6J'IOKI/IpOBKI/I TBOEro yCTpOVICTBa, roe ycrtaHoBlieHa HeneranbHaa nporpamma. He
CTOUT Takxke 3abbiBaTb, YTO CyLLEeCTBYHIOT NneralnbHble U SecnnaTHble nporpamMmmsbl, KOTOpble MOXHO HaNTU B CETMW.

O nopTtane

CeTeBUYOK.ph - TBOM [MaBHbI COBETYMK B CeTW. 34eCb Tbl MOXelb y3HaTb O 6e3onacHOCTM B ceTu
MOHATHBLIM U AOCTYNHbIM S3bIKOM, @ NPU BO3HUKHOBEHUW KPUTUYECKOW CUTyaL MM obpaTuTbCcsa 3a COBETOM. A Takke
NPUHATBL y4acTue B KOHKYpCax U cTaTb caMbiM LIMPPOBLIM rpaxaaHnHoMm!

Mpunoxexne N 3

NAMATKA AN POOUTENEN OB UH®OPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpepeneHne TepMmmHa "nHdopmMaLmMoHHasa Ge3onacHocTb geTen” cogepxutcst B PegepanbHoMm 3akoHe N
436-03 "O 3awwmte geten oT MHdopMaLmu, NPUUUHSIOWEN Bped UX 340POBbI0 M PasBUTUO", Perynmpylowmm
OTHOLUEHMS, CBA3aHHbIE C 3aUTON AeTen OT MHpopMauun, NpUYMHSIOWEN Bped NX 300POBbIO U (Mnn) pasBuUTuIo.
CornacHo gaHHOMY 3akoHy "MHdopmauuoHHasi 6e3onacHOCTb AeTen” - 3TO COCTOsSIHWE 3alUULLEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYMHEHUEM MHAOPMaLMEn Bpeaa Ux 300pOBbI0 U (M) U3N4ECKoMYy,
ncnxm4eckomy, nyxoBHOMY, HpABCTBEHHOMY pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-O3 nHdopmaumen, npuumHSoLLE Bpe 340POBbI0 U (M) pasBUTUIO
aeten, siBnseTcs:

1. HbopmaLms, 3anpeLleHHas Afsi pacrnpocTpaHeHUs cpeau AeTen;

2. wnHcopmaLumsa, pacnpoCTpaHeHMe KOTOPOW OrpaHU4eHO cpeau aAeTer onpedeneHHbIX BO3PacTHbIX
KaTeropun.

3. K nHhopmaummn, 3anpeLLeHHon ans pacnpocTpaHeHns cpeaun aeTen, oTHOCUTCS:

4. nHbopmaums, nobyxaawLwasi AeTel K COBEPLUEHUIO AEWCTBUIN, NPeaCTaBMsAoOWNX Yrpo3y UX XKU3HU U
(Mnn) 300pOoBbLIO, B T.4. MPUYMHEHMIO Bpeda CBOEMY 300POBbI0, CAMOYOUNCTBY;

5. cnocoGHOCTb BbI3BaTb Y AETEN XenaHue ynoTpebutb HapKkoTUYecKne cpeacTBa, NCUXOTPOMHbIE U (UnK)
ofypMaHuBawLLMe BellecTBa, TabaudHble WU3AEnusi, ankorofibHyl M ChMpTOCOoAepXKallyto MPOAYKUMIO, MUBO U
HanUTKX, M3roTaBfMBaeMble Ha ero OCHOBE; MPUHATbL y4YacTue B as3apTHbIX Urpax, 3aHMMaTbCsi NMPOCTUTYLMEN,
6pOAsKHNYECTBOM MUK NOMPOLLANHUYECTBOM;

6. obocHoBbiBalLWas WM onpaegbiBaloWwad AONYCTUMOCTb Hacunusa U (MAM)  KEeCTOKOCTU  nmBo
nobyxaatoLas oCyLLeCTBNSATb HACUNbCTBEHHbIE AENCTBUS MO OTHOLUEHWIO K MIOAAM U XKUBOTHbIM;

7. oTpyLatoLLasl ceMeiHble LLeHHOCTU U (hopMUpYIoLLas HEYBaXKEHUE K poauTeNam W (Unu) OpyruM YreHam
cembM;

8. onpasibiBatoLllaa npoTuBonpaBHOE NnoBeaeHne,
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9. cogepkallasi HeL,eH3ypHY BpaHb;
10. cogepkaluasa nHpopmaumo NOpHOrpadun4ecKoro xapakrepa.

K wuwHdopmauuu, pacnpocTpaHeHMe KOTOPOM OrpaHMyYeHo cpegu AeTein onpefeneHHoro Bo3pacTa,
OTHOCUTCS:

1. Hopmauusa, npeacTaBnsemMasi B Buae n3obpaxeHus Unm onucaHus XecTtokocTu, pmuamyeckoro u (unu)
MCUXMYECKOro Hacunusi, NPECTYNIIEHUS UM NHOTO aHTUOBLLIECTBEHHOIO AENCTBUS;

2. BbI3blBAOWAA y OeTen cTpax, ykaC WM MaHwKy, B T.4. NpeacTaBnsemMasi B BUAe M300paxeHus wmu
ONUCaHMa B YHWXKaOLWeEeNn 4enoBevyeckoe [OOCTOMHCTBO (popMe HeHacUnbCTBEHHOW CMepTy, 3aboneBaHus,
camoybumncTea, HECYaCTHOro cryyasl, agapum unum katactpodbl 1 (Mn1) ux NOCrNeacTBuN;

3. npeacrtaensiemas B Buae u3obpaxeHus WM ONUCAHWUST MOMOBLIX OTHOLUEHUN MeXOY MY>XYUMHOW W
KEHLMHOMN;

4. copgepxallas GpaHHble CIoBa U BblpaXkeHusl, He OTHOCALLMECS K HELLeH3YPHOW GpaHu.

C yyetom atoro Bam npepnaraiwoTtcsa npaBuna paboTtbl B ceTu VIHTEpHET Ans pasnuyHbIX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbix No3BONUT obecneunTb MHPOPMaLMOHHY 6e30MacHOCTb BalUnX AETEN.

O6ume npaBuna Ansa pogurtenen

1. He3aBuncmmo o1 Bo3pacTa pebeHka ncnonb3ynTe nporpaMmHoe obecneyeHne, nomoratoLlee ounbTpoBaTh
N KOHTPONMpPOBaTb MHpOPMaLMIO, HO HE MofarakTechb NOMHOCTLIO Ha Hero. Balle BHMMaHMe K peBeHKy - rMaBHbIN
MEeTOA 3aLLUMIThI.

2. Ecnn Baw peGeHOK MMeeT akkayHT Ha O4HOM M3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
vkontakte.ru v T.n.), BHUMaTENbHO M3y4nTe, Kakyto MHGPOPMAaLMIO NOMELLAIOT ero y4aCcTHUKN B CBOUX Npodomnsx U
©norax, Bkntoyasa dotorpacumn 1 BUAEO.

3. lNpoBepbTe, C KakKMMXM ApyrMMu carWTamu CBA3aH couunanbHbld cepBuc Bawero pebeHka. CTpaHuykm
Bawero pebeHka moryT ObiTb 6€30nacHbIMU, HO MOTYT U COAEPXKaTb CChINIKA Ha HeXernaTenbHble U OnacHble CanTbl
(HanpvmMep, NOPHOCANT, UNKN CalT, HAa KOTOPOM APYyr YNOMMHaEeT HOMEpP COTOBOro TenedoHa Bawero pebeHka unm
Baw pomaluHum agpec)

4. Moowpante Bawwux geten coobwats 060 BCEM CTPaHHOM UMU OTTANKMBAKLWEM U HE CMULLKOM OCTPO
pearupywTe, korga oHvW 3TO AenatoT (M3-3a onaceHust NoTepsiTb JOCTYN K VIHTEpPHETY OeTU HE FOBOPSAT poauTensiM
0 npobrnemax, a Takke MOryT HayaTb Ucnonb3oBaTb VIHTEpPHET BHE AOMa U1 LUKOSbI).

5. byabTe B Kypce ceTeBoW xun3HN Bawero pebeHka. VIHTepecynTech, KTO UX Apy3bsi B IHTEPHET Tak Xe, Kak
NHTEpecyeTeChb peanbHbIMU OPY3bSMMN.

Bospact ot 7 go 8 ner

B NHTepHeTe pebeHOk cTapaeTcs MOCEeTUTb T€ WU MHble CalTbl, @ BO3MOXHO M 4aTbl, paspelleHne Ha
nocelleHMe KOTOpbIX OH He nonyyun O6bl oT poautenein. [oaTomy poauTensm ocoBeHHO nonesHbl ByayT Te
OTYeTbl, KOTOpble MpPenocTaBndAlTCa nporpaMmamMyM MO OrpaHMYeHM0  Ucnonb3oBaHua WHTepHeTa, T.e.
PoaouTtenbckuii KOHTPONb UK TO, YTO Bbl CMOXETE YBUAETb BO BpeMeEHHbIX havinax. B pesynbTarte, y pebeHka He
OydeT oulylleHUs, YTO 3a HUM BeAeTCH MOCTOSIHHbIN KOHTPONb, OAHaKo, poautTenu 6yaoyT no-npexHemy 3HaThb,
Kakue caunTbl nocewaeTr ux pebeHok. [leT B gaHHOM Bo3pacTte 06rafalT CUNbHbIM YYBCTBOM CEMbW, OHMU
OOBEpUMBLI U He coMHeBatTca B aBTopuTeTax. OHM NobAT urpaTb B CETEBble UIPbl M MyTEWECTBOBATb MO
VIHTEpHETY, UCNOb3ys 3NIEKTPOHHYIO MOYTY, 3aX04UTb HA CalTbl 1 YaTbl, HE PEKOMEHOO0BaHHbIE POAUTENSAMMN.

CoBeTbl No 6e3onacHocTu B ceT MHTepHeT ans getent 7 - 8 net

1. CospgaiiTe cnuCOK AOMalUHMX MpaBwun noceleHuss MHTepHeTa npu ydactum geTern u Tpebyite ero
BbINOMHEHNSA.
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2. TpebyiiTe oT Bawero pebeHka cobnogeHns BpEMEHHbBIX HOPM HaxoXAeHUs 3a KOMMbloTepoMm. [okaxnte
pebeHky, yto Bbl HabnogaeTe 3a HAM He NOTOMY 4YTO Bam aT0 xoueTcs, a notoMmy 4to Bbl 6ecnokouTtech 0 ero
6e3onacHOCTU 1 Bceraa rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogknoyeHnem Kk VIHTEpHeTy OOIMKeH HaxoAuTbCs B OOLWen KomHaTe nog npucMoTpoM
poauTenen.

4, |/|Cﬂ0]'|b3yl7ITe cneunanbHble OEeTCKMUE NMOUCKOBbIE MalUVHbI.

5. MCI'IOJ'IbSyVITe cpencTtea 6J'IOKI/IDOBaHI/IF| HeXenaTeNlbHOro KOHTeHTa KaK AOMNOJfIHeHMe K CTaHOapTHOMY
POﬂ,VITeJ'IbCKOMy KOHTpPOIHO.

6. Co3gaiiTe ceMelHbIi 3NEeKTPOHHbIN ALWUK, YTOBbI He MO3BONUTL AETAM UMeTb CODCTBEHHbIE afpeca.

7. BnokmpyinTte pocTtyn Kk cavtam ¢ 6ecnnaTtHbiIMA MOYTOBbIMU SLUUMKAMW C MOMOLLLI COOTBETCTBYIOLLErO
NporpaMmMHOro obecneyeHus.

8. MNpuyunte geten copeToBaTbCcA ¢ Bamu nepen onybnukoBaHMEM KaKoW-NMOO MHGOPMaLMK cpeacTBaMm
3IEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBLIX (OOPM 1 NpodUnen.

9. Hayunte pgeTten He 3arpyxaTtb hannbl, nporpaMmmMbl Unu My3sblky 6e3 Ballero cornacus.
10. He paspeluarite AeTM MCNOMNb30BaTh CYXObl MTHOBEHHOTO 0O6MeHa COobLLEHNAMN.

11. B "Genbin" cNuCok cawWToB, paspelleHHbIX Ans MNOCELEHWNsi, BHOCUTE TONbKO CaWTbl C XOpOLUEN
penyTaumen.

12. He 3abbiBaviTe 6ecefoBaTtb ¢ eTbMu 00 UX Apy3bsix B VIHTepHeTe, Kak ecnu Obl peyb Lia o Apy3bsx B
pearibHOWN XU3HMU.

13. He genante "Taby" 13 BONpPOCOB NOMOBON XWU3HW, Tak Kak B IHTepHeTe AeTn MOryT Nerko HaTKHYTbCS Ha
nopHorpaduio nnu canTbl "gns B3pocnbIx".

14. MNpwnyunte Bawero pebeHka coobuiaTb BaM 0O NOObIX yrpo3ax unmn Tpeeorax, CBA3aHHbIX ¢ IHTepHeTOM.
OcTtaBanTecb CMOKOWHLIMK U HanoMHUTE OETAM, YTO OHM B 6€30MacHOCTW, eCcriv camu pacckasanu BaM O CBOUX
TpeBorax. [oxBanure ux u NOCOBETYNTE MOAOWTM eLle pa3 B NOAOOHbIX Criyyasx.

BospacT getent ot 9 Ao 12 net

B gaHHOM BO3pacTte OEeTU, KaK npaBuio, Yyxe HaclblllaHbl O TOM, KaKad MH(bOpMaLI,I/IFl cyulecTtByeT B
MHTepHeTe. COBepLIJeHHO HOpMalibHO, YTO OHM XOTAT 3TO YBMAETb, MPOYeCTb, YyCnbllWaTb. npl/l 3TOM HYXHO
NMOMHUTb, 4YTO AOCTYyNn K HeXenaTellbHbiIM MaTepuanamMm MOXHO Ierko 3a6J'IOKI/IpOBaTI: npu nomouin cpencrte
Poauntenbckoro KOHTpPOIA.

CoBeTbl No 6e3onacHocTy Ansa geten ot 9 oo 12 net

1. CospgainTe CNMCOK AOMAlUHMX MpaBWi MocelleHVst VIHTepHeT Mpu ydacTum geteir u TpebyiiTe ero
BbINOMHEHNSA.

2. TpebywnTte ot Bawero pebeHka cobnogeHns HOpM HaXoXOeHUSA 32 KOMMNbIOTEPOM.

3. Habnopaiite 3a pebeHkoM npu paboTe 3a KOMMNbIOTEPOM, MOKaxkuTe emy, 4YTo Bbl BGecnokoutecb o ero
Ge30nacHOCTM 1 BCerga roToBbl OkasaTb eMy MOMOLLb.

4. KomnbloTep € nogknioveHneM B MHTEpHET OOIMKEeH HaxoauTbCa B OOLLlEen KOMHaTe nog npucMoTpoM
poautenen.

5. Vicnonb3ynte cpeactea OGrokvpoBaHWUSA HeXernaTerbHOro KOHTEeHTa KakK OOMOfIHeHWe K CTaH4apTHOMY
PoantensckomMy KOHTPORIo.
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6. He 3abbiBanTe npuHMMaTh HEMOCPEOCTBEHHOE y4yacTue B Xu3HU pebeHka, becegoBaTb ¢ geTbMu 06 nx
Opy3bsix B VIHTepHeTe.

7. HactamBanTe, 4TOObI 4€TU HUKOrAa He cornallanucb Ha NMYHbIE BCTPEYN C ApY3baMU No NHTEpHETY.
8. MNo3BonanTe geTsam 3axoauTb TOMbKO Ha caiTbl U3 "6enoro” cnucka, KOTopbIn co3ganTe BMECTE C HUMMU.

9. Mpuyunte geteit HUKOrQa He BblAaBaTb NUYHYIO MHGOPMAaLMIO CPeOCTBaMMN 3MEKTPOHHOW NOYTbl, YaTos.,
CMCTEM MIHOBEHHOTO 0B6MeHa COOGLLEHMSIMU, PEMMCTPALMOHHBIX (POPM, JIMYHBLIX NPOodUNEen U NpU perucTpaumm Ha
KOHKYpCbl B MIHTepHeTe.

10. Mpuyuute OeTel He 3arpyxaTb nporpammbl 6e3 Bawero paspelueHusi. O6bACHUTE UM, YTO OHU MOTYT
Cry4yainHo 3arpy3nTb BUPYCbI UK OPYroe HexenaTenbHoe nporpaMmmMmHoe obecneyeHue.

11. Cospante BaweMy pebeHKy orpaHMYEeHHYI0 YHETHYI0 3annck Ans paboTbl Ha KOMMNbloTepe.

12. Mpuyuute Bawero pebeHka coobLiaTb BaM O MOObLIX Yrpo3ax UMK TpeBorax, CBs3aHHbIX ¢ VIHTepHeTOM.
HanomHuTe getam, 4To oHM B 6e30nNacHOCTK, ecnv caMu pacckasanu BaMm O CBOMX TPEBOrax 1 OrnaceHusx.

13. Pacckaxute getam o nopHorpaduu B UHTepHeTe.

14. HactanBanTe Ha ToM, YTOObI AeTW NpeaoCcTaBNAnNM BaM AOCTYN K CBOEN 3MEKTPOHHOW No4Te, YToObI Bbl
y6eaunucb, YTo OHU He OOLLa0TCs C HE3HaKOMLLaMu.

15. O6bsACHUTE OEeTsM, YTO Henb3s UCNOSMb30BaTh CEThb AN XYNUraHCTBa, pacnpoCTpaHEeHUs CnieTeH unu
yrpos.

Bo3spacT geten ot 13 go 17 net

B aTOM BO3pacTe NMogpoCTKU akTUBHO MCMOSIb3YOT MOUCKOBLIE MalUVHbI, NOMb3YHTCS SMEKTPOHHON MOYTON,
cnyx6amy MrHOBEHHOrO OOMeHa COOOLLEHUSIMU, CKauMBaloT My3blky M ounbmbl. Manbyvkam B 9TOM BO3pacTe
Oonblue Mo HpaBy CMeTaTb BCE OrpaHWYeHMsl, OHW XaxayT rpyboro tomopa, asapTHbIX WUrp, KapTWHOK "ans
B3pocnbIx". [leBouku npednoynTaloT oblwartbCs B 4aTtax, NMpu 3TOM OHM ropas3fo 6ornee 4YyBCTBMTENbHbI K
cekcyarbHbIM JoMoraTenbcTBam B MIHTepHeTe.

3ayacTylo B JaHHOM BO3pacTe poaUTESNSM YKe BECbMa CITOKHO KOHTPONMpOBaTh CBOWX AETEN, Tak Kak 06
VHTepHeTe OHWM yxe 3HaT 3Ha4YMTEenbHO Gornblue CBOMX poauTenen. Tem He MeHee, He OTnyckamTe AeTen B
"cBob6oaHOe nnaeaHue" no NHtepHeTy. CTapanTech akTMBHO y4acTBOBaTb B 06LLeHUn pebeHka B VIHTepHeTe.

BaxHO no-npexHeMy cTporo cobnogate npaBuna WHTepHeT-6e30MacHOCTM - cornaleHne Mexay
poautenammn u getbMn. Kpome TOoro, HeoOXOOMMO Kak MOXHO 4alle npocmaTtpuBaTb OTYETbl O AEeATENbHOCTU
neten B UMHTepHeTe. CnenyeT obpatnTe BHMMaHWEe Ha HeEOOXOAMMOCTb COAepXaHus POOMTENbCKUX Mnaponen
(naponen agMMHUCTPATOPOB) B CTPOrOM CEKpEeTE U 06paTUTb BHUMAHWE Ha CTPOroCTb 3TUX Naponen.

CoBeTbl N0 BesonacHoCcTK B 3ToM Bo3pacTte oT 13 go 17 net

1. Co3sganTte cnucok OOMalUHWX NpaBun nocelweHus VHTepHeTa npu yvyacTuuM MOLPOCTKOB U Tpebynte
6e3ycnoBHoro ero BoinonHeHuss. O6rosopuTte ¢ pebeHKOM CNUCOK 3anpeLLeHHbIX canToB ("YyepHbI CNUCOK"), Yachl
paboTbl B IHTepHeTe, pyKoBOACTBO MO 06LLEeHMIO B VIHTEpHETE (B TOM YKce B YaTax).

2. KomnbtoTep ¢ Noaknto4YeHnemM k cetn IHTepHeT A0MKEH Haxo0aMTbCs B 0OLLEe KOMHaTe.

3. He 3abbiBavite beceqoBatb C AeTbMu 06 mMx Apy3bax B WMHTepHeTe, O TOM, YeM OHW 3aHATbl Takum
obpa3oM, 6yaTo pedb MaeT o Apy3bsAX B pearbHOM Xu3Hu. CnpawmBante o noasix, ¢ KOTopbiMy AeTu obuiatTcs

nocpeancTtesom CJ'Iy)K6 MrHOBEHHOIo obMeHa coobLWEeHNAMN, YTOObI Y6e,D,I/ITbCF|, YTO 3TN NN UM 3HaKOMblI.

4. Ucnonb3yite cpeactBa GMOKMPOBaHWS HexenaTenbHOro KOHTEHTa Kak AOMOSfIHEHVWE K CTaHZapTHOMY
PoauTtensckomy KOHTPOrIO.
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5. HeobxoguMmo 3HaTb, KakMMuM 4aTamu nonb3ytotcsas Bawwu getn. [loowpsante umcnonb3oBaHue
MOLEepUpyeMbIX YaTOB M HacTamBanTe, YTobbl AeTK He 0bLLanncb B NPUBATHOM pPEXUME.

6. HactamBanTe Ha TOM, YTOObI AETN HUKOrAA HE BCTPEYanuchb NIMYHO C ApY3bsMU U3 CETU VIHTEpHeT.

7. MpuyunTte geten He BbldaBaTb CBOK JfNYHYO MHOPMaLMIO CpeacTBaMU 3MEKTPOHHOW MOYTbl, YaToB,
CUCTEM MFHOBEHHOIo 0bMeHa coobLLeHs MU, peErncTpauUmMoOHHbIX OPM, NNYHBIX Npodunen n Npu permcTpauumn Ha
KOHKypcChbl B IHTepHeTe.

8. Mpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHus. OGBbACHUTE UM, YTO OHU MOTYT
CryYanHO 3arpy3uTb BUPYCbl UK pYroe HexenaTenbHoe nporpaMMHoe obecneveHue.

9. MNpuyunTe Bawero pebeHka coobliate Bam O MObbIX yrpo3ax unu Tpesorax, CBA3aHHbIX ¢ IHTepHeToM.
HanomHute getsam, 4To OHM B Ge3onacHOCTW, €CriM camu pacckasanu Bam, O CBOMX Yrpo3ax Wnv TpeBorax.
[MoxBanute ux n NOCOBETYNTE NOAONTY eLue pa3 B NogobHbIX criyyasix.

10. Pacckaxute getam o nopHorpadum B WHTepHeTe. lNMomornte mm 3awmtutbea OT cnama. Hayuute
NMOAPOCTKOB He BbldaBaTb B WHTepHeTe CBOEro peanbHOrO 3MEKTPOHHOIO agpeca, He oTBeyaTb Ha
HexxernaTenbHble NMCbMa U UCMONb30BaTh CreLmanbHble NOYTOBblE PUNBLTPLI.

11. Mpuy4nte cebs 3HAKOMUTBECA C canTaMmu, KOTOPbIE NOCeLLaloT NOAPOCTKMU.

12. Hayunte peten yBaxaTb OpYyrmx B MHTEpHeTE. Y6eamTech, YTO OHU 3HAKOT O TOM, YTO NpaBumna XopoLlero
noBedeHWs OEACTBYIOT Be3e - AaXe B BMPTyallbHOM MUpe.

13. OObsicHUTE [eTaM, YTO HM B KOeM clydae Henb3sa ucnomnb3oBatb CeTb AN XynuraHcTea,
pacnpoCTpaHeHUs CNNETEH UNW Yrpo3 APYIUM NHOASM.

14. Obcyante ¢ nogpocTkamu npobrnembl CeTeBbIX a3apTHbIX UMP U NX BO3MOXHbIN pUck. HanomHuTe, 4To
AeTN He MOTyT UrpaTb B 3TW UrPpbl COMMIAaCcHO 3aKOHY.

[MOCTOSAHHO KOHTPONMPYNTE Ucnonb3oBaHne VIHTepHeTa Bawum pebeHkom! 3TO He HapyLUEeHWe ero NMMYHoro
NPOCTPaHCTBA, a Mepa NpeaoCTOPOXHOCTU 1 NposiBrieHne Ballen poantensCckon 0TBETCTBEHHOCTU 1 3a00ThI.
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